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Data Security and Privacy Preserving Techniques for Wearable Devices: A Survey
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Abstract Mobile computing based on wearable devices is considered as the important technology for
supporting ubiquitous perceptual applications. It uses widespread sensors to continuously sense the
environment information. Moreover, it also adopts short-range communication and data mining/
machine learning to transmit and process the sensed data, respectively. Current work mainly focuses
on designing and implementing new mobile applications, information gathering, product modality and
friendly user interfaces. However, research on data security and privacy technology for wearable
devices is still in its fancy. In the perspective of data analysts, researchers analyze the characteristics
of diverse data in wearable devices and privacy threats targeting wearable devices. Moreover, they are
particularly interested in human activity recognition techniques and data mining mechanisms based on
multi-source sensing data. On the other hand, it is vital for privacy protectors of wearable devices to
study on privacy preservation techniques in the following three aspects: cloud-assisted privacy
preserving mechanisms, privacy-aware personal data publishing and policy-based access control. A
case study regarding security and privacy for Fitbit, a kind of wearable devices for health tracking, is
presented. At last, the technological approaches to preserve data security and privacy for wearable

devices are summarized, and some open issues to be further studied are also raised.
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Fig. 1 The research framework of data security and privacy technology for wearable devices
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Table 1 A Summary of Sources and Characteristics of Data in Wearable Devices

®1 AFHEEPHEBEREESS

Type of Data Source Characteristics Data Source Data Type

Heart-Rate Monitor Numeric/Integer

Physiological Data

Blood Glucose Monitor Numeric/Integer

Body Activity Accelerator Numeric/Float
Temperature Numeric/Float
Sensing Data Source
Environment Humidity Numeric/Integer

Atmospheric Pressure Monitor

Numeric/Float

GPS Location Numeric/Float
Navigation

Compass Text
Touch and Key Stroking Test/Numeric

User Interactive Data Source Input Microphone Audio
Camera Picture/ Video

Web Logs Text

Application Logs
Application Related Logs Text
Bluetooth Scanning Text
Communication Logs

Data Source in Devices WiFi Scanning Text

Contact List Text

User Data Call History Text

Short Message Service (SMS) Data Text
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Table 2 Vulnerability Analysis on Privacy and Security of Wearable Devices

R2 AHFHEEPHRARLIRBENN

Type of Data Source Characteristics

Security &. Privacy Threat

Affected Function

Physiological Data
Body Activity

Sensing Data Source Environment

Location Based Inferring Attack, Physical Location

Navigation

User Environment Information Leakage

Healthy Data Leakage

User Tracking, User Habit Analysis

Information; Publishing;
Communication; Access

Control

Leakage, User Identity Attack, Sensitive Location

Tracking, User Trajectory Tracking

Peeping. Eavesdropping, Illegal Access of Third-

User Interactive Data Source Input

Access Control

Party Applications

1P Information Leakage, Traffic Analysis, Comm-

Application Logs

Data Source in Devices - L
Communication Logs

User Data

Location Leakage, Stealing Sensitive Information

User Identity Attack

Communication

unication Sniffer

Communications; Access

Control

Access Control
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Fig. 2 Illustration of data flow for human activity recognition based on wearable sensors
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